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SoloRack

Privacy policy

1. Who isresponsible

The controller of your personal data is SoloRack.

Forany privacy question orrequest, write to team@solorack.com.

We have not appointed a data protection officer.

3.

. The short version

Without your consent, this website runs no statistics. It sets one cookie of its own, only when you
signinto My account, to keep you signedin. The support chat loads only when you openit, and then
setsits own cookies, which keep your conversation going across visits. Until you choose, the only
third-party script that loads by itself is Cloudfiare’s bot check on the sign-in form and on the waitlist
form, which appears while orders are closed, when every Macisrented and on the GPU slices page.
Fonts are served from our own domain.

Usage statisticsrun only if you accept theminthe banner(section 3.10), and neverin My account. If
you reject them, we only count your visit, without cookies. The support chat is on every page, and
nothing from Crisp loads until you openit.

We collect only what we need to rent you a Mac orrun your GPU slice, take payment, support you
and meet ourlegal duties.

We do not sell your data, show ads or build profiles.

Card details go to Stripe, neverto us.

We do notlook at the files on yourrented Mac oryour GPU slice, exceptin the casesin section 3.6.
When arental ends, we delete your account and all your files from the Mac, usually within minutes.
We keep no copy and cannot get them back, so download what you need first.

When a GPU sliceis deleted, everything onit goes, with no copy (section 3.7).

What we collect, why, and on what legal basis

3.1Visiting this website

What: your IP address, the date and time, the page requested, your browser’s user agent and the
page you came from. Cloudflare, our hosting provider, processes this to deliver the site.

Why: to deliver the website and protect it from attacks and misuse.

Legal basis: our legitimate interestin running a secure website (GDPR Art. 6(1)(f)).

How long: Cloudfiare keeps these logs for a short time underits ownrules. We do not use themto
build statistics about you.
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3.2 Buying arental

e What: yourname, email address, billing address and country; your company name and VAT number if
you are a business; what you bought, when and forhow much; your choices at checkout, such as
accepting the terms and asking for animmediate start; and the location evidence needed for VAT,
such as your billing country and the country of your IP address. Stripe keeps your card details. We
see only the card brand, the last four digits and the expiry date. We give you a customer code, such
as c-0001, and keep it with your Stripe customer ID in our rental records; your name, email address
and billing details stay with Stripe. We record each payment page we create foryou, with these
codes, so that every payment reaches the right Mac. We also save in Stripe the language of the
website you bought on, so that our emails use it. Top-ups of credit for GPU slices work the same way,
and each one also goes into your credit ledger (section 3.4).

e Why: to make and carry out the contract, take payment, issue invoices, apply the right VAT, keep
proof of your choices at checkout, and prevent fraud.

e Legalbasis: the contract (Art. 6(1)(b)); our legal duties under tax and accounting law (Art. 6(1)(c)); our
legitimate interestin preventing fraud and defending legal claims (Art. 6(1)(f)).

e Howlong: invoices and accounting records for as long as tax law requires. Other order data until the
contract ends, plus the time needed to defend legal claims. Your customer code and Stripe
customerlID are kept as long as the billing records, and the record of apayment page for 90 days
afterit closes.

3.3 Emails with us

e What: your email address and name, the content of your messages and any attachments. We also
sendyou service emails, in the language you use on our website: sign-in links to My account, the
email that your Mac isready, reminders before renewals and end dates, payment problems, the end-
of-rental notice and the receipt of an online withdrawal. Our emails about GPU slices (low credit,
credit atzero and slice deleted) are always in English. Our emails never contain passwords.

e Why: to answer your questions, give support and run your rental or GPU slice.

¢ Legalbasis: the contract orthe steps before it (Art. 6(1)(b)); for general questions, our legitimate
interestin answering them (Art. 6(1)(f)).

e Howlong: up to 2 years after ourlast exchange, unless we need a message forlonger foralegal
claimorfortaxrecords.

We do not send newsletters or marketing emails.

3.4 Access to your Mac and rental records

e What: the macOS username and password, remote-desktop details and SSH details we create for
you, which we keep encrypted so that My account can show them to you; the SSH public key you
addin My account; which Mac yourent; the start and end time of eachrental; fora plan, the code and
renewal status of your Stripe subscription (active, renewal failed, cancellation date and current
period); and the technical status of the Mac, checked automatically every minute. The status
includes: whether the Macis on, whenit last restarted and when macOS was last set up; its macOS
version and any pending macOS updates; free disk space and free memory; processorload,
temperature level and estimated power use; whetherremote accessis set up and running (the
remote-desktop appis running, and SSH accepts only keys and only the accounts we expect);
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whether Activation Lock, FileVault, a firewall that blocks all connections or Wi-Fiis on; which
customer accountis on the Mac, whetherit signsin automatically and whether any otheruser
account exists; whether the Mac’s internet traffic leaves from the network address we expect (we
keep only the yes orno, never the address); and whether aremote sessionis open and for how long
the keyboard and mouse have beenidle. We neverrecord what you do on the Mac: no screens, app
orwindow names, files, websites or keys pressed.

e Why: to give you access, keep the Mac reachable and manageable, follow Apple’s licence, which
requires every rental to last at least 24 consecutive hours, and calculate refunds. The status also lets
us see how many hours each Macisinuse, estimate its electricity cost, and get a warning when
someone is connected to a Mac that has no rental or when the account on a Mac does not matchits
rental.

¢ Legalbasis: the contract (Art. 6(1)(b)), and our legitimate interest in keeping the Mac secure and
complyingwith Apple’slicence (Art. 6(1)(f)).

¢ Howlong: access details until your rental ends: we delete them when we lock your access. If you
change your macOS password on the Mac, we no longer know it. An SSH public key you add is kept
with the record of your request for 90 days. Rental start and end times and the code of your Stripe
subscription are kept with the billing records; of its renewal status we keep only the latest one we
read. The technical statusis kept for 30 days.

For a GPU sslice, thisis thelistinstead:

e What: the size of the slice, whenit was created and when it ended; the public SSH key you give when
you createit; and your credit ledger: each top-up, each amount used, eachrefund and each
correction, withits date. Every minute, our systemreads from outside the slice the technical status
of the machine the slicesrun on and a few figures for each slice. For the machine: whenit last started;
processorload and memory inuse; free disk space; processor and GPU temperature; GPU load and
GPU memoryin use; estimated power use; total network traffic; and whetherits connection to our
serverworks. For each slice: whetherit exists and is running; how much processor, memory, GPU
memory and disk it is using; its total network traffic; and, after a deletion, that the deletion has
finished. From these figures we keep, for each slice, the minutes running, the minutes stopped, the
credit used and the total traffic. These are amounts only. We neverrecord what you do on a slice: no
files or file names, screens, websites or destinations of your connections, and no programs, except
the name of a program stopped for using too much memory, which the system log of the machine
canhold (section 3.7). We keep no record of your connections. If we receive an abuse report about
traffic thatis still going on, we look at the connections open at that moment on the machine, to find
the slice they come from.

e Why: to give you access, count your minutes and take them from your credit, stop a slice when your
credit runs out, keep the machine safe and withinits limits, and see how much slices are used and
what they cost usin electricity and traffic.

¢ Legalbasis: the contract (Art. 6(1)(b)); ourlegal duties under tax and accounting law for the credit
ledger (Art. 6(1)(c)); our legitimate interest in keeping the machine secure and dealing with abuse (Art.
6(1)(F)).

¢ Howlong: the public SSHkey until the slice is deleted. The technical status of the machine and the
figures for each slice are kept for 30 days, as for the Macs. The dates and totals of each slice and the
credit ledger are kept with the billing records.
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3.5 Remote-desktop connections

¢ Whenyou use the remote-desktop app, its provider processes connection data, such as IP
addresses, device IDs and session times. It may relay the screenimage throughits own servers,
which can be outside the EU (section 5).

e SSHconnections go straight to the Mac. When we use macOS Screen Sharing for maintenance, that
connection also goes straight to the Mac.

e SSHconnections toa GPUslice, and itsinternet traffic, pass through our own server.

e Legalbasis: the contract (Art. 6(1)(b)).

3.6 Your files on the rented Mac

e What: whateveryou store onthe Mac. It may include personal data, for example in your code, test
data orsigning certificates.

e Why: only to provide the service. We do not open your files or watch your screen, except when you
ask us forhelp, orto deal with serious abuse or alegal obligation as our Acceptable use policy,
explains.

¢ Legalbasis: the contract (Art. 6(1)(b)).

¢ Business customers: when your files contain personal data your company is responsible for, we
process that data on your behalf, as a processor. Adata processing agreement (GDPR Art. 28) is
available onrequest.

e GPUslices: this section also applies to what you store on a slice.

3.7 Deletion at the end of arental

e What: your macOS account onthe Mac and all the files in your user folder. We make no backup and
keep no copy of them.

e Why: so that your files do not outlast your rental, and so that the next customer gets a clean Mac.

¢ Legalbasis: the contract (Art. 6(1)(b)).

¢ Howlong: we delete them, usually within minutes of the end of the rental, and we cannot get them
back afterthat, so download what you need before the end. Anything you stored elsewhere onthe
Mac goes when we erase the whole Mac, before anyone else usesit. If the Mac is off orwe cannot
reachit, the deletion happens as soon as we can. If Activation Lock s on, youraccount and files stay
onthe Mac until thatis solved, and we then delete them.

e What we keep: none of your files. We keep records: invoices, payments and rental dates, for
accounting and as proof of the 24-hour minimum rental, and the otherrecords in section 6, each for
the time stated there.

e GPUslices: everythingon aslice is deleted when you delete it, when your credit has stayed at zero
for 24 hours, orwhenwe close it (section 22 of the Terms of service). We make no backup and keep
no copy, and its files can no longer be found on the machine, even by reading the disk directly. We
keep therecordsin section 3.4, and a few technical lines about the slice stay in the system log of the
machine, which caninclude the name of a program stopped for using too much memory.
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3.8 The waitlist (while orders are closed, when every Mac is rented, and on the GPU slices
page)

What: the email address you enter, the language of the page and the time you signed up. To check
thatyou are aperson and not a bot, Cloudfiare Turnstile reads technical signals from your browser,
such as yourIP address and browser characteristics. Turnstile tells us only whether the check
passed.

Why: to send you one email when orders open or, if you signed up when every Mac was rented, when
aMacisfree, or, if you signed up onthe GPU slices page, when slices open. The bot check protects
the form from spam and abuse.

Legal basis: your consent for the email (Art. 6(1)(a)). You can withdraw it at any time by writing to
team@solorack.com, and we delete your address. Our legitimate interest in protecting the form
from bots forthe bot check (Art. 6(1)(f)).

How long: untilwe send you that email, then we delete your address. If we have not sent it after12
months, the address is deleted automatically.

3.9 My account

What: the email address you enter to signin; your customer code, which the sign-in link we email you
and the cookie that keeps you signed in contain (see our Cookie policy); and what you ask forin My
account, such as arestart, anew password, an SSH key or a withdrawal, with when it happened and
how it went. To keep bots out, Cloudfiare Turnstile checks the sign-in form, as on the waitlist form
(section 3.8). Tolimit abuse, we count requests for each email address, each IP address, each Mac
and each GPU slice.

Why: to let you, and only you, see and manage your rentals and GPU slices, and to protect My
account frombots and abuse.

Legal basis: the contract (Art. 6(1)(b)), and our legitimate interest in protecting My account from
abuse (Art. 6(1)(f)).

How long: we look up the email address you enterin Stripe and send the sign-inlink to it; apart from
therequest counter, we do not keep it. Asign-in link works once, for 15 minutes; to make sure of that,
we keep arandom number fromit forup to 15 minutes. The cookie lasts 30 days, or until you sign out.
Request counters are deleted after one hour. The record of what you asked foris kept for 90 days,
and a withdrawal as long as the billing records.

3.10 Usage statistics (only if you accept) and the support chat

What: for statistics, the pages you visit, the page you came from, the links and buttons you click,
your browser, device and screen type, your approximate location worked out from your IP address,
and arandom identifier stored in your browser. With PostHog this includes sessionrecordings: a
replay of your visit, with the pages you open, your scrolling and your clicks. What you type is hidden
inyour browser before anything is sent, and the chatis left out. For the chat, what you write to us, any
name or email address you give, your browser and your approximate location.

Why: to understand how the siteis used and improve it, and to answer youin the chat.

Legal basis: for statistics, your consent (Art. 6(1)(a)), given in the banner. You can withdraw it at any
time with Cookie settings, at the bottom of any page except My account. Withdrawing does not
affect what happened before. Forthe chat, ourlegitimate interestin being reachable andin
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answering you (Art. 6(1)(f)). What you write in the chat is handled like an email to us (section 3.3).
¢ Howlong: statistics forup to 14 monthsin Google Analytics and 1yearin PostHog, and session
recordings for 30 days. Chat conversations for up to 2 years after ourlast exchange.

If you reject statistics, PostHog counts the pages you open, with your browser and device type,
without cookies and without storing anything in your browser. Nothing records your visit or your clicks.
To avoid counting you twice on the same day, PostHog works out a code from your IP address and
browser details with a value that changes every day, then discards the IP address. Ourlegal basis is our
legitimate interestin knowing how many people visit the site (Art. 6(1)(f)). These counts are kept for1
year.

Statistics neverrunin My account. The chat opensin a frame from Crisp’s own website, only when you
clickit, and that frame cannot read the page. See our Cookie policy.

4. Whoreceives yourdata

We share personal data only with the providers below, who process it forus under contract, and with
authorities or professional advisers when the law requiresiit.

e Stripe (Stripe Payments Europe, Limited, Ireland): payments, receipts, invoices, VAT and the
customer portal. Sales go through Stripe’s Managed Payments, so Link, Stripe’s service, appears as
the seller at checkout and on your receipts. Stripe also processes some data as anindependent
controller forits own purposes, such as fraud prevention and legal compliance. See Stripe’s privacy
rolicy.

¢ Cloudfiare (Cloudflare, Inc., USA): website hosting, DNS, protection against attacks, the bot check
onthe sign-in and waitlist forms (Turnstile, see Cloudflare’s Turnstile privacy addendum), storage of
waitlist addresses, the random numbers of sign-in links and request counters and, in the EU, of the
technical status of the Macs, the rental start and end times, the code and renewal status of Stripe

subscriptions, customer codes and Stripe customer IDs, your encrypted access details, the
technical status of the machine that runs GPU slices, the records of GPU slices with their SSH keys,
the credit ledger, and the records of payment pages and of what you ask forin My account.

e Resend (USA, sending fromits EU region): sending our service emails, such as sign-in links, the
emails about yourrental, receipts and the waitlist email. It receives your email address and the
content of those emails. See Resend'’s privacy policy.

¢ PostHog (PostHog, Inc., USA, with data stored in the EU): usage statistics if you accept them, and

the count of yourvisitif you reject them. See PostHog's privacy policy.

¢ Google (Googlelreland Limited, Ireland), only if you accept statistics: usage statistics with Google
Analytics. See Google’s privacy policy.

e Crisp (CrispIM SAS, France): the support chat, whenyou openit. See Crisp’s privacy policy.

e Our email provider: our support mailbox.

e Ourremote-desktop provider: the app you use to connect to yourMac.

We do not send your data to Apple. When you signin to your Apple Account on the Mac, Apple
processes your data underits own privacy policy.
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5. Transfers outside the EU

e Stripe and Cloudflare may process datain the USA. They rely on the EU-US Data Privacy Framework
and on the European Commission’s standard contractual clauses.

e Remote-desktop provider: it may relay connection and screen data through servers outside the
EU.

e Resendisbasedinthe USA.

e PostHog stores statisticsinthe EU, butitis a US company and may reach them from the USA.
Google may process datain the USA.

You can ask us for a copy of the safeguards we rely on.

6. How long we keep data

¢ Website logs: a short time, at Cloudfiare.

¢ Invoices, payment and accountingrecords: aslong as tax law requires.

e Rentalstartand endtimes, the Stripe subscription code, customer codes, Stripe customer IDs,
withdrawals, the credit ledger, and the dates and totals of each GPU slice: as long as the billing
records.

e Supportemails: up to 2 years after ourlast exchange.

e Accessdetails: encrypted, until yourrental ends.

e Records of payment pages and of what you ask forin My account, including an SSH public key you
add: 90 days after they close.

e The SSHpublic key of a GPU slice: until the slice is deleted.

e Sign-inlinks: 15 minutes. Request counters: one hour. The cookie that keeps you signedin: 30 days,
oruntil you sign out.

e Technical status of the Macs and of the machine that runs GPU slices, with the figures foreach slice:
30 days.

e YourmacOS account and files on the Mac: deleted, usually within minutes of the end of yourrental,
with no copy kept (section 3.7).

e WhatisonaGPUslice: deleted with the slice, with no copy kept (section 3.7).

¢ Thefewtechnical lines about a slice in the system log of the machine: until the log replaces them.

e Waitlist addresses: until we email you that orders are open, that a Mac is free or that slices are open,
and at most12 months.

e Usage statistics, only if you accept them: up to 14 monthsin Google Analytics, 1yearin PostHog.
Sessionrecordings: 30 days.

e Counts of visits from people who reject statistics: 1yearin PostHog.

e Supportchat: up to 2 years after ourlast exchange.

7. Yourrights

Under the GDPR you have the right to:

e accessyourdataandgetacopy ofit;
e have wrongdata corrected;
e haveyourdatadeleted;
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e restricthow we processit;
e receive the datayougave usinaportable format;
e objecttoprocessing based onourlegitimateinterests.

Your files on the Mac are deleted when yourrental ends, and those on a GPU slice whenitis deleted
(section 3.7), so after that we have no copy of them to give you.

Where we rely on your consent (the waitlist and statistics), you can withdraw it at any time, as sections
3.8 and 3.10 explain. This does not affect what happened before.

To use yourrights, write to team@solorack.com. We answer within one month. We may ask you to
confirmwho you are, for example by writing from the email address you used at checkout.

You can also complain to a data protection supervisory authority, in particularin the EU country where
you live or work, or where you think the breach happened.

8. Do you have to give us your data?

You don’'t need to give us any data to read this website. To join the waitlist, we need your email address.
TorentaMac ortop up credit, we need your email address, payment details and billing details. Without
them we cannot make the contract. Tax law requires some of these details oninvoices.

9. No profiling

¢ We do not use automated decision-making or profiling.

e Striperuns automated fraud checks on payments underits own responsibility. If a paymentis
blocked, you can contact us.

e Without your consent, this website runs no statistics: its one cookie keeps you signedin to My
account, and the support chat setsits own cookies only if you openit. Usage statistics show us how
the siteisused as a whole; we do not use them to make decisions about you. The bot check on the
sign-in and waitlist forms decides only whetherarequestis accepted, not anything aboutyou as a
customer. See our Cookie policy.

10. Security

e We make no backups or copies of your files, and we delete them when yourrental ends or your GPU
sliceis deleted (section 3.7).

e We keep the access details our system creates encrypted, show them only in My account afteryou
signinwith alink sent to your email address, and delete them when your rental ends. Our emails
never contain passwords: if we set up a Mac for you by hand, we send its access details only to the
email address you used at checkout, through a secret link that stops working after a few openings or
days.

¢ Only the team canuse the maintenance account onyourMac.

e Carddataneverreachesoursystems.
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11. Changes to this policy

If we change this policy, we publish the new version here. If a change affects customers with arunning
rental ora GPU slice, we tell them by email.

10/13



SoloRack

Cookie policy

1. What runs, and when

Without your consent, this website runs no statistics and uses no advertising and no social media
plugins. It sets one cookie of its own, and only when you sign in to My account (section 2). Before you
choose, the only third-party script that loads by itself is Cloudflare’s bot check on the sign-inand
waitlist forms (section 6). The support chatloads only whenyou openit (section 7). Fonts are served
from our own domain, so your browser does not contact font services such as Google Fonts.

Usage statistics run only if you accept themin the banner (section 7). If you reject them, PostHog only
counts yourvisit, without cookies. None of this runs in My account.

2. The cookie that keeps you signed in

Whenyou signin to My account, where you see and manage the Macs you rent and your GPU slices, the
site sets this cookie:

e Name:rm_session

e Value: your customer code and the time your sign-in ends, with our signature so that nobody can
change them. It holds no password and no access details.

e When: only whenyou signin, with the link we email you or by coming back to our website after
paying, which signs youin. If you never signin, itis never set.

e Howlong: 30 days, oruntilyou sign out.

e Who canread it: only our website. Your browser sends it only over a secure connection, and scripts
onourpages cannotreadit.

Itis strictly necessary to give you My account, which you ask forwhenyou signin, so the law does not

require us to ask foryour consent first. To delete it, sign out of My account, ordelete itin your browser’s
settings.

3. Yourdark-mode choice

If you click the dark-mode button, the site saves your choice in your browser’s session storage:

¢ Name: theme

e Value: light ordark

e When: only afteryou click the button. If you never clickiit, nothing is stored and the site follows your
device’s light or dark setting. The GPU slices page is always dark and stores nothing.

¢ Howlong: untilyou close the tab. The browser then deletesiit.

e Who canreadit: only this website, in your browser. It is not sent to us or to anyone else, and it does
not identify you.
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[t only keeps a setting you chose, for the length of your visit. For this kind of storage the law does not
require us to ask for your consent first.

You can deleteit at any time by closing the tab, orin your browser’s settings.

4. Stripe pages

Whenyou pay, or open the Stripe customer portal from My account, you go to pages on Stripe’s own
domain, such as checkout.stripe.com and billing.stripe.com. Stripe sets its own cookies there, for
example for security and fraud prevention, under Stripe’s cookie policy. We do not control them. Our
own pages load nothing from Stripe.

5. Our hosting provider

Cloudflare delivers this website. We do not use Cloudflare features that set cookiesin your browser.

6. Bot check on the sign-in and waitlist forms

To keep bots out, the sign-in form of My account and the waitlist forms, on the GPU slices page and,
while orders are closed orwhen every Mac is rented, on the pricing page, load Cloudfiare Turnstile from
challenges.cloudflare.com, but only on those pages. Turnstile runs inits own frame and reads technical
signals from your browser to tell people from bots. Cloudfiare may store strictly necessary data for this
inthat frame, under Cloudfiare’s Turnstile privacy addendum. It is not used for advertising or to track
you across websites. Strictly necessary security measures do not need your consent.

7. The support chat, and statistics only if you accept

Support chat lets you write to us from any page, whatever you choose in the banner. Its button comes
from our own website, and nothing from Crisp loads until you clickit. The chat then opensinaframe
from Crisp’s own website, which cannot read the page.

e Crisp (CrispIM SAS, France): once you open the chat, cookies startingwith crisp—clientinthat
frame, whichlast 6 months and keep your conversation going across pages and visits.

Usage statistics are optional. They start only after you accept themin the banner. If you leave without
choosing, they are notloaded. If youreject them, they are not loaded either, except that PostHog
counts yourvisit, as explained below. They never runin My account.

They show us which pages people visit and how they use the site. With PostHog this includes session
recordings: areplay of your visit, with the pages you open, your scrolling and your clicks. What you type
is hiddenin your browser before anything is sent, and the support chatis left out.

¢ PostHog (PostHog, Inc., with data stored in the EU): the cookie ph_<project>_posthog, which
lasts 1year, and entries starting with ph_in your browser’s storage.

¢ Google Analytics (Google Ireland Limited): the cookies _gaand _ga_<id>, whichlastup to 2 years.
We do notuse them for advertising.
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If you reject statistics, PostHog counts the pages you open, without cookies and without storing
anythinginyour browser. Nothing records your visit or your clicks. To avoid counting you twice on the
same day, PostHog works out a code fromyour IP address and browser details with a value that
changes every day, then discards the IP address.

Your choice is saved in your browser’s local storage as consent: what you chose and when. Itis not

sent to us orto anyone else. After 6 months we ask again. We need it to respect your choice, so it does
not need your consent.

To change your mind, use Cookie settings at the bottom of any page except My account. Whenyou
take back ayes, statistics stop and we delete their cookies and stored data from your browser. Data
already sentis kept for the periods in our Privacy policy.

8. Changes

If we add other cookies or similar technologies, we update this page first and ask for your consent
where the law requiresit.
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